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Abstract
Universal Scrambler (Randomizer) is a device ihaised for encoding the message at the tratesnbit
build the message at the receiver by using decoicgniques,where encryption is referred in thetaligrena,

scrambling is usually referred in the analog arena.

So, it is a type of coding and if you want to deedlde scrambled message you have only the iniilalev
because there is not a mathematical relationshiwdes input and output data of randomizer and stsambler
increases the number of high-to-low and low-to-Higimsitions in a data stream.
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Introduction

Universal Scramblers are a class of
substitution encrypts and have been found to be
suitable for various security requirements such as
cable and satellite TV operators and mobile phone
service providers. A Universal Scrambler is a cgdin
operation which basically randomizes the data
streams. In addition to its use as a stream cipher,
scrambler is commonly used to avoid long strings of
0’s and 1's which are responsible for DC wander and
synchronization problems in communication circuits.

Scramblers are well-known for encrypting
audio and video signals in broadcasting and many
other applications.The main features of Universal
Scramblers are:Low Cost, Easy to use and High
Speed Of Operation.

The scrambler is built as a shift register with
stages depending on the given characteristic
equations. There is feedback taken from stages
according to the polynomials listed in the
characteristic equation. On the transmitter sitle, t
scrambler may be started with a preload of a sjgecif
data content. This is important later on when Wi ta
about testing. This preload is also called seedh \&/i
known seed and a known input pattern the scrambler
output is deterministic, which means the outputhef
scrambler can be calculated. On the receiver tige,
descrambler synchronizes automatically from the
incoming data.

Design of Universal Scrambler

A Universal Scrambler contains of X shift
registers and N XORs. The length of Universal
Scrambler is -1.So0,it generates M-1 bit sequence
for a given PRBS initial state. Each incoming daita
is XORed with the current bit in the M-1 bit
sequence. These M bits are re-written with theaihnit
state of the Universal Scrambler.So,Descrambling
can be done at the receiver side.

If we want to implement various
protocols;then they should be as flexible as pdessib
We attain it by defining the execution for datadgp
and widths both.The Universal Scrambler randomizes
the input bit stream by XORing each bit with a PRBS
generated by a LFSR.

Yx)=1+x™+x™; where M and
N are integers.

Firstly,we calculate the feedback bit by
XORing the Mth and Nth bit of the random number
in LFSR. Then, we render the output bit by XORing
inData with the feedback bit. Finally, we work out
the new random number by shifting the feedback bit
into the current random number.We can process up to
steps bits of inData for the higher performance.

Whenever the transmission frame starts, all
registers of serial scrambler reset to initial dbod
and then scrambles with input data repeatedly. By
this operation, the scrambled output data becomes
pseudo-random data and transmitted to the channel.
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Fig 1. Universal Scrambler

Spread the Spectrum

There are many channels that are use
transmit data simultaneously in communical
system. If one of the channels produces I
amounts of noise to interfere other channels, itld:
be troublesome. Actually, if the channel transndi
repetitive seqences of data, from the spectrum p«
of view, it could have large amounts of ene
concentrated at some frequencies. These
amounts of energy could lead to electromagr
impulse (EMI) to affect other channe

However, after scrambling, it beces
random data in time domain and the probability «
or 0 is equal. On the other hand, the transm
energy is spread more uniform across
transmission frequency band and minimizes
electromagnetic impulse (EMI) damage to ol
channels.

Data Transtions

The transmission format of signal can
classified into two categories: NRZ and RZ.Wi
data is 1 in high level, it will not change levellow
level until data is 0. The latter is on the conyri
When the data is 1 in high level, it will ctge level
to low level after half interval of one bit timehis,
the RZ format has more transitions than NRZ in
same transmitted data, and it is beneficial foeinesr
to synchronize with transmitter by these ¢

transitions. However, the bandwidtequirement of

RZ is twice that of NRZ.

Therefore, scrambler can be used to
the same effect on NRZ format for synchroniza
purpose. If the transmitted data bytes or cor
signals are long term O or 1 during transmissidtey
scrambling, the scrambled data will have
transitions ad become more random. It can avoid
generation of transmitting a constant control sl
for long periods.
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Encryption

The scrambled data is the result of Xi
operation on the input data and scrambler ot
sequences, the scrambled data is different from
the input data. So, the data transmitted in chaiw
random and correlation of this sequence is verga
to zero. It is random data until the receiver
descrambled, so it is like to encrypt the origidala
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Decryption

Encryption

Advantages of Scrambling

The input data is scrambled by perform
the XOR operation with the scrambler out
sequences. Thus, the scrambled data bec
pseudorandom data what the original input data is
is good to transmit pseudandom data in th
channel for the commication system. It has thre
advantages for transmitting pse-random data and
using the scrambler circuit.

Simulation Results
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Fig 3. Scrambled Output
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Fig 4. Waveform Of Scrambled Output
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Conclusions

By using the Universal Scrambler, we can
make Liner Feedback Shift Register (LFSR), Pseudo
Random Binary Sequence
Generator(PRBS),Cryptography, Randomizer,
Encryption and Decryption.Scrambler is used for the
security purposes.Scrambler (Randomizer)
manipulates the data stream before transmitting.

Scrambler is used mainly in Digital
Communications.
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